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FOREWORD

The Port Security Risk Assessment Tool Users’ Manual provides detailed information about the Port Security Risk Assessment Tool v2 (PSRAT v2) capabilities and commands.  This manual is designed as a reference tool to be used by Captains of the Ports when making a risk-based analysis of assets/infrastructures in their Area of Responsibility.  

Before using this manual, the user needs to install the PSRAT v2 application by following the installation instructions on page 3 of this manual.
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U.S. COAST GUARD
PORT SECURITY RISK ASSESSMENT TOOL 
USERS’ MANUAL

Purpose

The Port Security Risk Assessment Tool (PSRAT) provides Captains of the Ports (COTPs) a methodology for performing a risk-based analysis of assets/infrastructures within an Area of Responsibility (AOR).  The risk judgments of the COTP will be used to support a range of resource allocation decisions at the port and Marine Safety Office level.  The PSRAT also provides features that will assist COTPs and U.S. Coast Guard Headquarters in allocating the Port Security Assessment Teams’ (PSAT) efforts as well as self-assessment priorities.
The tool captures COTP assessment of consequences, threat likelihood, and vulnerabilities of specific attack scenarios (a combination of location and tactics) against assets/infrastructures (facilities/resources vulnerable to an attack) in local ports.  The tool uses the equation: 
Risk = Threat ( Consequence ( Vulnerability.

The Port Security Risk Assessment Tool version 2 (USCG PSRAT v2) includes two additional Consequence Criteria: Recoverability and Redundancy.  (The detailed algorithm for the risk equation is in Appendix A.)  

General Information about PSRAT

The PSRAT v2 is a relative ranking/risk-indexing tool developed from the Risk-Based Decision-Making Guidelines introduced in the spring of 2001. 

PSRAT v2 is built upon PSRAT v1.0 to perform the following functions:

1. Form a baseline level of risk (without USCG assets).

2. Identify the key drivers of risk scores; and identify the benefits of other USCG and port stakeholder risk-reduction measures that may enhance security. 

3. Update attack scenarios and their associated risk when new information is received or scenarios change.

4. Produce a list of asset/infrastructures to be evaluated during Port Security Assessment (PSA) or during Port Security Self-Assessment (PSSA)
This Users’ Manual explains how to use PSRAT v2.

PSRAT v2 is a Microsoft( Access 2000 based application.  Input screens are used to capture data needed for analysis.  All data is stored in the Access database, and the input screens have similar navigation features, as shown below.
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Every input screen has one or more buttons at the bottom that allow the user to navigate through the application.  In this example, the buttons in the left-hand corner of the screen allow the user to return to the Main Menu (Home), exit the application (Quit), and get Help.  Navigation buttons in the bottom right-hand corner allow the user to View more information, Modify information, or to Delete information for a specific asset/infrastructure. 

Assets/infrastructures and scenarios are entered by the user through input fields on data entry forms.  Some input fields have drop-down menus that contain a choice list (e.g., as shown on page 4, the Area drop-down menu gives two choices for each cell: PAC and LANT).  Drop-down menus contain all the valid selections.  Some input fields are free text and allow the user to key in the appropriate data.

There is a two-step process for assessing each scenario:

Step 1. Select Assets/Infrastructure and Describe Scenario

Step 2. Evaluate risk score criteria

Data for PSRAT v2 can be imported from PSRAT v1.0, or it can be entered manually.  After data has been entered, it can be viewed, modified, selected for the PSA or Port Security Self 

Assessment (PSSA) and ranked.  Ranked and PSA/PSSA-selected data can also be viewed in report form by clicking the Generate Reports button.  (Terms used in this manual are defined in the Glossary, Appendix B, page 27.)

Using PSRAT

Installation 

To successfully install PSRAT v2 on the user’s computer, follow these steps:

1. Load the PSRAT disk in the user’s CD-ROM drive.

2. Copy PSRAT from the CD-ROM to the user’s desired hard drive and folder.

3. Before opening the copied PSRAT from the user’s hard drive, right click on the document and choose the Properties option.  

4. In the Properties section, uncheck the “Read-Only” option, and then click “OK.”

5. Click on the copied PSRAT now located in the user’s hard drive.  PSRAT will open at the Login screen. 
Login

When PSRAT v2 is first executed, the user must sign in using the Login screen displayed below.  The tool uses the login information to track data changes made by the user.  All fields must be completed in order to continue.
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The following warning screen appears after the user logs in. Click the Accept button to continue.  
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Home Page

Select one of the buttons to complete the following procedures:

Area of Responsibility:  Enter Areas, District, and Unit information to describe AOR.

Import:  Import PSRAT v 1.0 data.

Add New Asset/Infrastructure or Scenario:  Manually enter data vice importing.

View/Modify:  Review/update data previously entered. 

Asset/Infrastructure Prioritization:  Ranking of asset/infrastructure based on overall risk score for all inputted attack scenarios.  Allows the user to modify the ranking and enter supporting comments.

Report:  Review and print reports on Prioritized Asset/Infrastructure List and PSA/PSSA Asset/Infrastructure List.
Asset/Infrastructure Selection for PSA/PSSA:  Ranking of asset/infrastructure based on the highest risk score. Allows the user to select the asset/infrastructure to be included in the port security assessment and indicate the respective level of assessment detail. 
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Describe Geographic Area

The first time the PSRAT v2 is executed, the Area of Responsibility (AOR) box on the Home page is active and the user is prompted to enter the following information.  The difference between active and inactive Area of Responsibility screens is shown below.



For the demo version, the Area Of Responsibility has been pre-populated to Coast Guard LANT Area, D1, New York Unit.  (Users would have the option to populate these fields with their own area specific terms.  
Import PSRAT v1.0 Data

PSRAT v2 allows the user to import PSRAT v1.0 data.  However, be sure to use the following checklist before importing PSRAT v1.0 data to ensure imported data is timely and accurate. 

CAUTION: Failure to follow the PSRAT v1.0 Import Checklist could cause the import to fail. 


Once the data has been checked in the Excel worksheet, start PSRAT v2 and click the Import button on the Home page.  This will take the user to the Import screen, as shown below.
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Type in the full path and file name of the PSRAT v1.0 Excel file and click Import.  If the import was successful, a new screen will open displaying a list of the imported records, as shown below.
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Next, click the Continue >> button.  The tool will take the user through each imported record to allow each asset/infrastructure to be modified using the Asset/Infrastructure and Scenario Information and the Scenario Evaluation forms.  These forms are described in detail in the next two sections.  

At the end of each asset/infrastructure update, the system will prompt for new risk and consequence scores.  Once all the imported records have been updated, the system prompts the user that the import is complete and returns to the Main Menu.  It is strongly recommended that all records be updated during the import process.  All records need to be updated before the risk and consequence scores for each asset/infrastructure can be calculated.

Using the Data Entry Form

The data entry screens are used when displaying or entering asset/infrastructure information.  The first step of data entry consists of the Asset/Infrastructure and Scenario Information form, as shown below.  When the user selects to modify, view, or import data, the form appears with selected information automatically filled in.  
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Fields marked with an asterisk (*) are optional.  (The next page discusses guidance when selecting new asset/infrastructure.  Refer to Appendix C for specific examples and guidance about asset/infrastructure selection.)

The following explains the data requirements for each field on the Asset/Infrastructure and Scenario Information form:

Asset/Infrastructure Information:

· Asset/Infrastructure Description or Name:  Provide a brief description of the asset.  Use the common USCG asset description if available. 

· Class: Pick from a list of major classes of assets.  This data field will allow sorting of results by major asset class.

· Sub class: Pick from a list of sub classes.

· Port: Choose the name of the port where the Asset/Infrastructure is located.

· Port/Waterway Description: Enter a description of the waterway.

Scenario Information:

· Scenario Class: Choose from a list of major classes of scenarios.  

· Scenario Description: Enter scenario description.

When the form is completed, click the Continue >> button to evaluate the recorded risk score criteria.  If the form is not completely filled out, the system will prompt the user that one or more required fields are blank.

Note that the Select Existing Asset/Infrastructure button is only visible when adding a new scenario.  This button allows the user to select from a list of assets/infrastructures in the database and to add a new scenario, as shown below.
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The following general guidance for adding a new Asset/Infrastructure or Scenario will help make the data more useful.

An attack scenario consists of a potential threat to a single asset/infrastructure under specific circumstances.  It is important that the developed scenario or scenarios are within the realm of possibility.  For example, a boat containing explosives (a specific class of scenario) ramming an aircraft carrier (asset/infrastructure) that is outbound through a choke point (specific circumstance) is one credible scenario.  It is much less credible that an aircraft carrier will be hijacked and used to ram a bridge. 

A single asset/infrastructure may have one or many scenarios.  The total number of scenarios within a zone is a judgment call by the COTP.  A thorough evaluation should be possible with less than 100 scenarios.  Care should be taken to avoid evaluating excessive numbers of scenarios that result in low risk scores.  Minor variations of the same scenario do not need to be evaluated unless there are measurable differences in vulnerability and/or consequences.  (See Appendix D for a list of potential scenarios and guidance on selecting scenarios.)

Evaluating Assets/Infrastructures — Scenario Criteria

The next step in the data entry process is scoring.  Scoring the risk is a three-step process where consequence, threat, and vulnerability are evaluated for each scenario-asset combination across a number of factors.  To evaluate these factors, click on the corresponding tab.

Score Consequence Factors

Seven consequence factors are included in the computation of the risk score: Deaths and Injuries, Economic Impact, Environmental Impact, National Defense, Symbolic Effect, Recoverability, and Redundancy.  Scoring options for each of these factors, rated on a 1 to 5 scale, are represented by the color-coded bar in the far-left column, as shown on the next page.  Only one score for each factor may be selected at one time.  Benchmark examples are provided at the bottom of the screen when the mouse rolls over the criteria.  (Benchmark examples are repeated in Appendix E.) 

To view the Consequences factor, click on the Consequences Categories button in the Scenario Evaluation form, as shown below.  As the user select scores for the asset/infrastructure-scenario combination, the select buttons will appear to be pressed and the font will change to the category color.
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The Death/Injury factor is used to evaluate the potential human casualties associated with the attack scenario under consideration.

The Economic Impact factor is used to evaluate the potential financial loss associated with the attack scenario under consideration.  Include replacement costs, businesses costs, cleanup and remediation costs, and loss of revenue, as applicable, in the user’s estimate of economic loss. 

The Environmental Impact factor is used to evaluate the potential damage to the environment associated with the attack scenario under consideration.  

The National Defense factor is used to evaluate the potential damage to U.S. defense capabilities associated with the attack scenario under consideration.

The Symbolic Effect factor is used to evaluate symbolic or national significance of assets/infrastructures associated with the attack scenario under consideration.  For example, the September 11th attack on the World Trade Center would be a 5 (destruction of national icon), but the September 11th attack on the Pentagon would be a 3 (major damage of national symbol).

The Recoverability factor is used to evaluate the amount of time it would take to recover or rebuild the asset/infrastructure according to the expected damage resulting from the scenario.  For example, the World Trade Center attack is not recoverable because the Trade Towers will not be rebuilt.

The Redundancy factor is used to evaluate if there is a replacement for the affected asset/infrastructure, and the extent to which the replacement will fulfill the asset/infrastructure’s function.  For example, loss of an aircraft carrier will result in having to reroute planes to other sites that will cause delay and interruptions in the mission.

The Consequence Criteria must be evaluated before the risk score can be calculated.  If a category is not selected, the program will prompt with a warning and will allow the user to finish the evaluation.  Once the evaluation is complete, click the Continue>> button. Now the scores can be calculated and displayed to the user.  

Score Threat Factors
One element of threat intelligence is included in the computation of the risk score.  The threat criteria are scored from 1 to 5.  The scores correspond to the representative likelihood of an attack expressed as a probability.  Note: The USCG will use threat category level 2 for baseline assessments. This will allow comparison of changes in risk based on changes in the threat assessment. (Threat criteria with benchmark examples are repeated in Appendix F.)

To evaluate the threat value, click on the Threat Categories button on the Scenario Evaluation form, as shown below.  If there is no specific intelligence available for a specific asset/infrastructure, use 2 as the default score.
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Click on the button under the Threat Intelligence and Maritime Domain Awareness column that corresponds to the level of intelligence available.  The user should select the default score of 2 (for baseline analysis) unless there is a credible threat.

The selected value will appear to be pressed and the font color will change.  The Threat Criteria must be evaluated before the score is calculated.  If a category is not selected, the program will prompt with a warning and will allow the user to finish the evaluation.  Once the evaluation is complete, click the Continue>> button. Now the scores can be calculated and displayed to the user.

Score Vulnerability Factors

Four elements of vulnerability are included in the computation of the risk score: Availability, Accessibility, Organic Security, and Target Hardness.  These headings are listed under the general heading of Vulnerability.  Each category is displayed as a column with buttons placed on a 1 to 5 scale.  The associated probability is displayed on the bottom of the screen when the mouse rolls over the criteria.  (Vulnerability categories and criteria with benchmark examples are contained in Appendix G.)
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To view the Vulnerability criteria, click on the Vulnerability Categories button on the Scenario Evaluation form, as shown above.  

NOTE:  Initial evaluation of vulnerability should be viewed without USCG risk controls, even if there are risk controls already in place.  Assessing the vulnerability (without USCG risk controls) provides a more accurate baseline score of the risk associated with the scenario.  After the initial evaluation has been performed, a comparison evaluation can be made with the USCG risk controls considered.

The Availability factor is used to consider the presence and predictability of an asset/infrastructure associated with the attack scenario being considered.  Click on the button under Availability.  Carefully consider the real asset/infrastructure.  While a waterfront stadium is a permanent fixture, its availability as an asset/infrastructure would likely be when the stadium is full of people.  Therefore, its scored availability would be the frequency with which it is full of people.

The Accessibility factor is used to evaluate the deterrence level of physical and geographic barriers of an asset/infrastructure associated with the attack scenario being considered.  Click on the button under Accessibility that corresponds to the asset/infrastructure accessibility resulting from the scenario being considered without any USCG assets.  For example, if USCG provides an escort for a vessel, evaluate the vessels accessibility without the USCG escort.

The Organic Security factor is used to evaluate the security measures already in place provided by the owner/operator as well as other non-USCG agencies.  Click on the button under Organic Security that corresponds to the amount of organic security in place for the considered scenario.  Note that organic security for a particular asset/infrastructure may vary depending on the attack scenario.  For example, shore side security may be considered for one scenario while waterside security measures may be considered as another scenario.

The Target Hardness factor is used to evaluate the ability of the asset/infrastructure to withstand the attack based on the complexity of asset/infrastructure design and material construction characteristics.  Click on the button under Target Hardness that corresponds to the value for target hardness for the considered scenario.  Note that the same asset/infrastructure can receive different scores with different scenarios.  For example, a large oil refinery attacked by a grenade might only score a 1 since it is comprised of numerous separate components and has a complex systems of automatic shutdown and cutoff valves, but the same asset/infrastructure could score a 4 or 5 if attacked by a large bomb.

The Vulnerability Criteria must be evaluated before the risk score can be calculated.  If a category is not selected, the program will prompt with a warning and will allow the user to finish the evaluation.  Once the evaluation is complete, click the Continue>> button. Now the scores can be calculated and displayed to the user.  

View, Modify and Delete Asset/Infrastructure-Scenarios

To view and modify asset/infrastructure scenario information, click on the View/Modify button from the Home page.  The current list of records appears in tabular form, as shown below.
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Click on a row’s leftmost cell to select an asset/infrastructure scenario to view modify or delete.  Records can be sorted by clicking on the column headings to help the user locate a specific asset/infrastructure.  Once the asset/infrastructure has been selected, click on the View or Modify button to display the record. The Delete button will delete the scenario associated with the Asset/Infrastructure.  The option to delete the Asset/Infrastructure will appear after all the scenarios have been deleted.

Results

After all of the scenarios have been evaluated for the specific port, the COTP will be able to identify relative risk among assets.  The higher the risk score, the higher the level of risk.

PSRAT v2 systematically converts subjective evaluations into quantitative risk values by assigning numerical values to qualitative assessments.  (Details on the calculations can be found in Appendix A.)  The difference between a risk score of 27 and a risk score of 28 is insignificant due to the uncertainties associated with each portion of the risk equation (probabilities, consequences, etc.)  Likewise, similar scenarios and assets/infrastructures may have different risk scores because of unique characteristics that result in different criteria scores.  For example, two similar waterfront facilities under the same scenario may yield different risk scores because of unique differences in their organic security measures.  Facility A may have an armed security force while Facility B simply has unattended barrier protection.

Results are displayed in two formats: Asset/Infrastructure Prioritization and PSA/PSSA Asset/Infrastructure Selection.  From the Home page, the Asset/Infrastructure Prioritization and the Asset/Infrastructure Selection for PSA/PSSA buttons allow the user to modify the COTP rank or the Level of Detail for an asset/infrastructure.  The Generate Reports button allows the user to view and print the finalized results. 
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Asset/Infrastructure Prioritization
Selecting Asset/Infrastructure Prioritization from the Home page allows the user to change the COTP’s ranking.  If an asset/infrastructure was used in multiple scenarios, then all scenarios and resulting risk scores will be displayed.  Records can be sorted by clicking on the column headings to help the user locate a specific asset/infrastructure.  Ranks were given from highest to lowest risk score and displayed in tabular form as shown below. 
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To change an asset’s rank based on other information not captured by PSRAT, click on the COTP Rank column of the asset/infrastructure and fill out the pop-up form with new rank and related comments as shown.
Asset/Infrastructure Selection for Port Security Assessment and Self-Assessment

Selecting Asset Infrastructure Selection for PSA/PSSA from the Home page, users can select assets/infrastructures that should be considered for assessment during PSAs.  Records can be sorted by clicking on the column headings to help the user locate a specific asset/infrastructure.  The data displayed in this form is in the order of the highest risk score as shown below.  If an asset/infrastructure was used in multiple scenarios, then the highest risk score of all the scenarios is used.  If an asset/infrastructure has multiple scenarios with the same highest risk score, all scenarios are displayed.
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Prioritization of Asset/Infrastructure for Port Security Assessment and Self-Assessment

Allocation of effort for the USCG PSA and the PSSA is an important resource allocation decision.  Because resources are limited, USCG devised a system whereby some assets are looked at in more detail than others.  The USCG PSA team will evaluate assets using one of four levels of assessment, depending on guidance received from the COTP in consultation with the Assessment Team Leader.  

To understand the levels of assessment, it is necessary to have some basic knowledge of the USCG Model Port.  The USCG compiled security-related attributes of a Model Port and organized them under three descriptive areas: Port, Land, and Marine.  Within each descriptive area are 8 or 9 security-related goals.  Supporting each of these goals are one or more objectives, and supporting each objective are one or more benchmarks.  The general outline of the structure of the model port is shown in the above figure.

The variation for the level of assessment detail is based on this hierarchy of the Model Port.  A Level 1 assessment would entail making observations concerning each and every benchmark and aggregating scores to derive overall Objective and Goal scores.  A Level 2 assessment would allow some Objectives to be directly scored without specifically considering individual benchmarks.  Level 3 assessments would be made based on consideration of the Objectives.  Finally, Level 4 assessments and observations will be at the goal level.  This allows the USCG/COTP to allocate limited team members and time on the prioritized assets.  This approach increases the number of assets assessed, depending on the scope of the assets selected.  A brief depiction of this flexible assessment approach is shown in the table below (based on 2-week assessment with 8 person team), along with the approximate number of assets an assessment team could assess at each of the levels at a medium-sized port (e.g. Boston, MA).

	LEVEL
	DESCRIPTION

(Based on judgment of the COTP from PSRAT Assessment results)
	ASSESSMENT APPROACH 
	ROUGH NUMBER OF ASSETS

	Level 1 Assets 
	Very Critical and High Risk 
	Complete to Benchmark (BM) Level 
	2 - 5 

	Level 2 Assets 
	Critical and High Risk
	Objective Level with BM Level for limited Key Nodes
	2 - 10

	Level 3 Assets 
	Essential and High Risk
	Objective Level for Key Nodes
	5 - 20

	Level 4 Assets
	Important and High Risk
	Goal Level
	10 - 30


The primary considerations for COTP decisions are the calculations of risk.  In addition, the COTP should consider the category of the asset and the calculation of consequence in allocating PSA/PSSA effort.  In some ports, there may be a number of high-risk assets of the same category.  In this case, the COTP may choose to assign a lower Level of Detail assessment to most of these to allow for a broader assessment of the port.

Note:  To prioritize the assessment of assets/infrastructure, select an asset to assess during the PSA and click on the “Asset Assessment Level.”  Assets selected for assessment are assigned assessment detail level in order to provide guidance to assessors on the level of detail determined by the COTP.  In this manner, the COTP prioritizes the efforts of the assessment team to address port assets. 
To assign a Level of Detail for an asset/infrastructure, click on a cell in the Level of Detail column of the Asset/Infrastructure Selection for PSA/PSSA form and fill out the pop-up dialog box, as shown below.
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The results can be used to coordinate with the security assessment team during the pre-assessment coordination phase and to establish the assessment plan.  

Generating Reports

Select the Generate Reports button from the Home page and the Generate Reports screen appears, as shown below.  This screen lists the different report options.  Click one of the report buttons to generate a report. 

NOTE: Before Generate Reports can be used in Microsoft( Access 2000, a printer must be installed.  Microsoft( Access 2000 uses the printer settings to define aspects of reports.
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The report is displayed in a separate screen shown below.  The report data can be printed or transferred to Microsoft Word where it can be saved.  A brief description is also included on the report along with the data.




[image: image19.png]| Ele 6t tion Toos Hindon Eo

Jg.g\pyﬁwm\mn%

- | cose

= PSA Asset Selection

“WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
'UNDER THE PROVISIONS OF 49 CFR PARI 152-, NOPART OF THIS DOCUMENT MAY BE RELE ASED WITHOUT
‘THE WRITTEN PERMISSION OF THE UNDER SECRETARY OF TRANSPORTATION FOR SECURITY,
'WASHINGT ON, DC20590. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION.

“This repor was genersted Wiizing PSRATv2. The asselsinfasiniclures vere selocted by the COTP for consideration
in Condcting PS s using the Port Secury Risk Assessment Tool (P SRAT) v2. The pool of assetsAnfastructures
‘ere baser! on the highest risk score for istinet assetsintrastructures
‘SENSTTIVE SECURITY INFORMATION
AOR

avea: LanT

Distiet: DS

Unit: U.S. Coast Guard Marine Safely Ofice Hampton Ross

Toveler

Detal

Assetinrastructure

Scenario

Consequence _Risk

Score

Score

Lewl2

200 facilties in AOR (140 unmanned and
60 mamned)

Pirate-style aftack

110,000

66,000

Lewi2

200 facilties in AOR (140 unmanned and
60 mamned)

Pirate-style aftack

110,000

66,000

Lowi2

200 facilfies in AOR (140 unmanned and
60 mamned)

Pirate-style aftack

110,000

66,000

Lowi2

250 annual Deepdratt cherical anvals

USS Cole-shyle attack

100,505

60,203

Lewl2

250 annual Deepdratt cherical anivals

USS Cole-style attack

100,505

60,303

Lewi2

250 annual Deepdratt cherical anivals

USS Cole-style atack

100,505

60,203

Lewls

2800 annual barge artvals (50%
cherica)

USS Cole-style atiack

40510

24,366

Lewls

2800 annual barge artivals (50%
cherica)

USS Cole-style atiack

40510

24,366

Lewls

2800 annual barge artivals (50%
cherical)

USS Cole-style atiack

40510

24,366

Lowl1

400 N OF waterways

USS Cole-style atiack

25,520

15312

Lowl 1

400 N O eaterways

USS Cole-shyle attack

25520

15312

Lewl 1

400 NM O waterways

USS Cole-style attack

25,520

15312

Lowl1

NavSta Ingleside, mineswesper fleet

Rogue Deepdraft vs!

21,200

12720

Lowl 1

NavSta Ingleside, mineswesper fleet

Rogue Deepdraft vs!

21,200

12720

Lewl 1

NavSta Ingleside, mineswesper fleet

Rogue Deepdraft vs!

21,200

12720

Lowl2

3 major chemical faciitiesiefineries.

[k | S SV

Truck homh

20110

12666

Feady





Using PSRAT for Risk Management

This tool helps decision makers identify relative risk within their AOR.  The decision maker can also use this tool to estimate the effectiveness of countermeasures on the overall risk score for any given scenario.  This will in turn help decision makers define risk management strategies and allocate resources.

One way to use this tool is to estimate the effectiveness of various countermeasures to reduce risk.  To do this, the decision maker need only rerun any given scenario with the addition of a possible countermeasure in mind.


Countermeasures showing their relative value can include the use of COTP authorities as well as the direct application of USCG resources.  By running the scenarios with various non-USCG countermeasures in mind (e.g., other federal, state and local resources, improved organic security measures, etc.), decision makers can use the tool to identify specific resource shortfalls that exist in a given zone and asset/infrastructure risk management measures to address them.  
Additionally, the COTP can look back at the individual category scores and evaluate what actions would reduce a particular category score. For example, the risk associated with the ramming scenario of a docked cruise ship by a deep draft vessel could be mitigated by relocating the cruise ship to a less accessible berth, thereby reducing the accessibility category score.  The scoring factors can also be used by the COTP to inform owners/operators about effective security improvements they can implement to better secure their operations from becoming potential assets/infrastructures.

After ranking the scenarios by risk score, allocating assets from the top until they are exhausted will provide a list of the remaining threats that are not being addressed.  Drawing a line at a certain risk score and determining the assets needed to address all the risk above that threshold will identify asset shortfalls.

Appendix A — Risk Algorithm

The relative risk score is calculated by multiplying probability by consequence.  This is represented by:

(Equation 1)

R = P (  C










where

R = Relative risk score

P = Probability

C = Consequence

Consequence is the sum of possible effects of the attack given the scenario (using the values shown in Appendix E) which in this risk tool can be shown as:

(Equation 2)

(C = C death/injury + Ceconomic + Cenvironment + Cdefense + Csymbolic effect + C Recoverability + CRedundancy



Consequence Tie Breaker Formula:  The tie breaker formula adds in marginal values based on the consequence criteria values to allow for better ranking of assets by consequence score.

(Equation 3)
(C =C + C death/injury (0.0000004)+ Ceconomic (0.0000002)+  Cenvironment (0.0000001)+ Cdefense (0.0000003)+ Csymbolic effect (0.00000005)+ C Recoverability (0.0000005)+ CRedundancy (0.0000005)

The probability in Equation 1 is calculated in this risk tool by multiplying vulnerability by threat.  This can be shown as:

(Equation 4)

P = V (  T
where


V = vulnerability


T = threat

Vulnerability is the probability of success of an attack and is obtained by multiplying the probabilities (using the values shown in Appendix G) associated with each of the four vulnerability categories:

(Equation 5)

(V = Vavailability ( Vaccessibility ( Vorganic security ( Vtarget hardness 




Threat represents the probability of an attack (using the values shown in Appendix F) based on the existence of intelligence and maritime domain awareness:

Thus the resultant Risk Score for a scenario is:

(Equation 6)
Risk = (C (  (V (  T









Note that the values used by the model to calculate the risk score are not the actual scores entered into the Worksheet.  Rather, probabilities are assigned for the Vulnerability and Threat scores and equivalent values are assigned for each Consequence score.

Appendix B — Glossary

	TERM
	DEFINITION / MEANING

	Asset/Infrastructure 
	Resource that is vulnerable to potential attack.

	Attack Scenario
	The combination of location and tactic.  There might be many different attack methods for each asset/infrastructure.  

	CBRN&E
	Chemical, Biological, Radiological, Nuclear and Explosive

	Consequence
	The adverse effect from the loss of an asset/infrastructure is an important consideration in security planning.  An asset/infrastructure with low threat and vulnerability but whose loss would result in extremely serious consequences would deserve more attention than another where the threat and vulnerability may be high, but the negative impact of its loss or damage would be low.  

	Consequence Score 
	The measure of the Consequence factors.

	Consequence

Value
	Value of Consequence factor used as a multiplier of Threat and Vulnerability probability.

	Risk
	Risk = Probability ( Consequence.

This model adapts the Risk equation, so it is the weighted evaluation of risk to a specific asset/infrastructure by a specific method of attack.  

Adapted formula: Risk = Vulnerability ( Threat ( Consequence 

	Risk Assessment
	An analysis of the probability that an asset/infrastructure will sustain damage from an attack and the consequences given a successful attack.

	Risk Score
	An end value of the risk matrix formula, used as an indication of relative risk.

	Terrorism (Terrorist Activity)
	There is no universally accepted definition of terrorism.  For the purposes of this manual, terrorism is the calculated use of violence or the threat of violence to attain goals, often political or ideological in nature, through instilling fear, intimidation, or coercion, or indirectly by affecting attitudes, emotions, or opinions.  It usually involves a criminal act, often symbolic in nature, intended to influence an audience beyond the immediate victims.

	Threat
	The intent of an agent to conduct operations that would disrupt the operation of a vessel, facility, or organization.  The credibility of a threat is based on the capability of the agent to carry out a disruptive act.  Threat is the intent to inflict injury or damage.

	Threat Assessment
	The planning phase that takes into consideration military, security, political, cultural, and economic matters (current and historical) associated with the area in question, which may impact on USCG missions.

	Threat Score 
	The measure of intelligence and maritime domain awareness that indicates a terrorist attack is likely to occur and/or serves as a possible precursor to an attack. 

	USCG Asset 
	A USCG resource such as a boat, cutter or aircraft. 

	Recoverability
	A measure of the amount of time required to reestablish operational capability following damage from an attack, accident, or natural disaster.

	Redundancy
	The availability of a replacement for the affected asset/infrastructure and the extent to which the replacement will fulfill the asset/infrastructure’s function.

	Vulnerability
	The extent to which a resource is susceptible to attack or damage.

	Vulnerability Score
	An assessment of an asset/infrastructure’s vulnerability to a specific method of attack.


	CONSEQUENCE

	TERM
	DEFINITION / MEANING

	Death And Injury
	The prospective number of lives lost and injuries occurring as a result of an attack scenario.

	Economic Impact 
	The potential economic impact resulting from different attack scenarios.

	Environmental Impact 
	The potential environmental impact resulting from different attack scenarios.

	National Defense
	The potential effect on national defense resulting from different attack scenarios on different assets/infrastructures, including Department of Defense (DOD) assets/infrastructures. 

	Symbolic Effect
	The potential that the asset/infrastructure is closely linked as a symbol with the American economy, political system, military, or public welfare against different attack scenarios.

	Recoverability
	Resources required to recover or rebuild the asset/infrastructure, estimated based upon the expected damage resulting from the scenario.

	Redundancy
	The degree to which replacements or alternatives exist for the affected asset/infrastructure, and the extent to which the replacement will fulfill the asset/infrastructure’s function.

	

	VULNERABILITY

	TERM
	DEFINITION / MEANING

	Availability
	The asset/infrastructure’s presence and predictability as it relates to the ability to plan an attack.

	Accessibility
	Access against different attack scenarios.  It relates to physical and geographic barriers that deter the threat without organic security.

	Organic Security 
	The ability of non-USCG security to deter the attack.  It includes security plans, communication capabilities, guard force, intrusion detection systems, and timeliness of outside law enforcement to prevent the attack.

	Target Hardness
	The ability of an asset/infrastructure to withstand attack based on complexity of asset/infrastructure design and material construction characteristics.


Appendix C — List of Asset/Infrastructure and Asset/Infrastructure 
Selection Guidance

	CLASS OF ASSET / 

INFRASTRUCTURE
	EXAMPLES OF SPECIFIC TYPES OF ASSETS / INFRASTRUCTURES
TO CONSIDER
	GUIDANCE AND ADVICE ON SELECTING 
ASSETS/INFRASTRUCTURES FOR ANALYSIS

	Military vessels
	· Carriers

· Nuclear subs

· Other combat ships

· Critical cargo/ support ships
	Initially select assets/infrastructures by types. For example, if there are three U.S. Navy Carriers in the zone, evaluate the same attack scenario with three different assets/infrastructures such as the USS Reagan, USS Truman, and USS Stennis.  

	Cargo / tank ships 
	· Explosives

· Flammable Gas; Non-Flammable, Compressed Gas; and Poisonous Gas

· Flammable Solid; Spontaneously Combustible Material, Dangerous when Wet Material

· Oxidizer, Organic Peroxide

· Poisonous Materials, Infectious Substance

· Radioactive

· Corrosive Material

· Miscellaneous Hazardous Material
	Select vessels carrying specific types of cargo by material (such as explosives, flammable gas, etc.).  Some individual vessels may deserve special attention depending on the attack scenario.

“Other” vessels (such as container ships, grain carriers, coal carriers, RO/ROs, etc.) are not generally considered significant assets/infrastructures, but certain vessels or vessels types may deserve individual attention. 

	Barges
	· Explosives

· Flammable Gas; Non-Flammable, Compressed Gas; and Poisonous Gas

· Flammable Solid; Spontaneously Combustible Material, Dangerous when Wet Material

· Oxidizer, Organic Peroxide

· Poisonous Materials, Infectious Substance

· Radioactive

· Corrosive Material

· Miscellaneous Hazardous Material
	Same as for “Cargo / tank ships.”

	Commercial
passenger

vessels
	· Cruise ships

· Casino boats

· Ferries

· Other T, K, or H boats
	Select assets/infrastructures by types (for example, “cruise ships”) rather than individually (for example, “Royal Majesty,” “Fascination,” etc.). Some vessels may need to be assessed individually depending on the attack scenario and/or variables that exist between an individual vessel and the other vessels of its type.

Six-packs and other small capacity vessels are not considered significant assets/infrastructures. 

	Offshore
	· Production/ drilling vessels/ facilities

· Offshore terminals (e.g., LOOP)
	Some grouping by specific types may work for similar offshore facilities. OSVs, crew boats, lift boats, etc., are not considered significant assets/infrastructures.

	Attraction vessels
	· Historic

· Entertainment

· Permanently-moored vessels
	Select by specific vessel.

	Other


	
	Consider any additional assets/infrastructures that have the potential for serious consequences.


NOTE: Recreational vessels, fishing vessels, tugs (without tows), towboats, offshore supply vessels, and small public vessels are not generally considered significant assets/infrastructures and should not be evaluated.

	MARITIME CRITICAL INFRASTRUCTURE

	CLASS OF ASSET / 

INFRASTRUCTURE
	EXAMPLES OF SPECIFIC TYPES OF ASSETS / INFRASTRUCTURES
TO CONSIDER
	GUIDANCE AND ADVICE ON SELECTING 
ASSETS/INFRASTRUCTURES FOR ANALYSIS

	Military/ government facilities
	· DOD facilities

· Other Federal facilities

· State/local facilities
	Evaluate considering either the entire facility, a specific portion of the facility, or individual vessels at the facility depending on the details of the attack scenario.

	Fueling facilities
	
	Evaluate by specific terminal.

	Cargo/tank terminals
	· Explosives

· Flammable Gas; Non-Flammable, Compressed Gas; and Poisonous Gas

· Flammable Solid; Spontaneously Combustible Material, Dangerous when Wet Material

· Oxidizer, Organic Peroxide

· Poisonous Materials, Infectious Substance

· Radioactive

· Corrosive Material

· Miscellaneous Hazardous Material
	Evaluate by specific terminal.

“Other” terminals are not generally considered important assets/infrastructures, but unique terminals may exist.

	Passenger terminals
	· International

· Domestic
	Evaluate by specific terminal.

	Public assembly areas and buildings
	· Stadiums

· Theme parks

· Museums

· Attractions

· High-occupancy buildings

· Convention centers

· High-density residential areas

· Historic or symbolic significance

· Marine events
	Evaluate by specific area or building considering the expected numbers of people that would likely be present during the attack.  Note that the “Availability” category should reflect that people are not always present at the area or building being evaluated.

	Power plants
	· Nuclear

· Other
	Evaluate by specific plant.

	Transportation and distribution systems
	· Bridges

· Tunnels

· Utility pipelines

· Utility cables

· Mass transit

· Dams/locks

· Fleeting areas

· Anchorages

· Water intakes

· Piers/wharves
	Evaluate assets/infrastructures separately.



	Waterway
	· Channel (choke point)

· Channel (general)

· Source of drinking water
	Evaluate assets/infrastructures separately.


Appendix D — List of Scenarios and Guidance for Selecting Scenarios

	LIST OF SCENARIOS

	Intrude/take control and damage/destroy the asset/infrastructure with explosive

	Intrude/take control and damage/destroy the asset/infrastructure through malicious operations/acts

	Intrude/take control and create a CBRN&E or pollution incident without destroying asset/infrastructure

	Intrude/take control and take hostages/kill people

	External attack by moving explosives adjacent to the asset/infrastructure (waterside)

	External attack by moving explosives adjacent to the asset/infrastructure (shoreside)

	External attack by ramming a vessel into an underway asset

	External attack by ramming a vessel into a stationary asset

	External attack by ramming a land-based vehicle into a stationary asset/infrastructure

	External attack by weapons launched from a distance (waterside attack)

	External attack by weapons launched from a distance (shoreside attack)

	Natural Disaster

	Accident

	Other


GUIDANCE FOR SELECTING SCENARIOS

	TYPICAL TYPES OF SCENARIOS
	APPLICATION GUIDANCE

	1.  Intrude/take control and…
	1.a Damage/destroy the asset/infrastructure with explosives
	Intruder plants explosives.

	
	1.b Damage/destroy the asset/infrastructure through malicious operations/acts
	Intruder takes control of vessel and runs it aground or collides with something intentionally.

Intruder intentionally opens valves to release hazmat, etc.

	
	1.c Create a CBRN&E or pollution incident without destroying asset/infrastructure
	Intruder opens valves/vents to release toxic materials or releases toxic material brought along.

Intruder overrides interlocks leading to damage/destruction.

	
	1.d Take hostages/kill people
	Goal of the intruder is to kill people. 

	2. External attack by…

2. External attack by…  
	2.a Moving explosives adjacent to asset / infrastructure

· waterside placement

· shoreside placement
	USS Cole style attack.

Car/truck bomb.



	
	2.b Ramming of an underway asset/infrastructure by another vessel
	Intentional collision meant to damage/destroy the asset/infrastructure.  NOTE: Evaluate overall consequences from the collision, but only evaluate the vulnerabilities of the asset/infrastructure and not the vulnerabilities of the vessel used to ram the asset/infrastructure.

	
	2.c Ramming of a stationary asset/infrastructure:

· by a vessel

· by a land-based vehicle
	Intentional collision meant to damage/destroy the asset/infrastructure.  NOTE: Evaluate overall consequences from the collision, but only evaluate the vulnerabilities of the asset/infrastructure and not the vulnerabilities of the vessel/vehicle used to ram the asset/infrastructure.

	
	2.d Weapons from a distance

· waterside attack

· shoreside attack
	Shooting at an asset/infrastructure using a rifle, RPG, missile, etc.


Appendix E — Consequence Categories and Criteria

	Category
	Death/Injury
	Economic Impact
	Environmental Impact
	National Defense
	Symbolic Effect
	Recoverability
	Redundancy
	Val

	5
	>1,000 deaths or serious injuries
	>$1 billion
	Complete destruction of multiple aspects of the eco-system over a large area
	Creates critical long-term vulnerabilities in national defense 
	Destruction of a unique national icon associated with America
	Not recoverable

or recoverable > 3 years
	Unique, No Replacement available
	

	
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	20,000

	
	9/11 World Trade Center attack
	9/11 World Trade Center attack
	Chernobyl nuclear accident impacts
	Destruction of multiple key military assets (e.g., Pearl Harbor level of impact)
	9/11 attack on  the World Trade Center, attack on Statue of Liberty
	WTC
	Statue of Liberty
	

	4
	100 to 1,000 deaths or serious injuries
	$100 million to $1 billion
	Complete destruction of multiple aspects of the eco-system over a small area
	Creates critical short-term vulnerabilities in national defense
	Destruction of other important symbols of America that are recognized internationally
	Recoverable > 1 year but < 3 years
	Replacement available but with major reduction in capabilities, mission, or function
	

	
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	5,000

	
	Loss of all onboard a ferry
	Extended business interruption in a port and major property damage/loss
	Toxic material spill destroying multiple species habitat in a localized area
	Damage, but not destruction, to multiple key military assets
	Attacks on unique buildings/attractions/
monuments/vessels (e.g., USS Constitution, Golden Gate Bridge) 
	9/11 Pentagon/Cruise ship/USS Cole
	Loss of aircraft carrier
	

	3
	10 to 100 deaths or serious injuries
	$10 million to $100 million
	Long-term damage to a portion of the eco-system
	Long-term disruptions in military actions
	Major damage, but not destruction of, nationally important symbols that are internationally recognized 
	Recoverable  > 6 months but < 1 year
	Replacement available with significant reduction in capabilities, mission, or function
	

	
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	500

	
	Loss of all onboard a T-boat
	Destruction of an individual shore facility
	Spill of national significance (SONS)
	Extended blockage of a strategic port or supply chain
	Attacks similar to category 4 and 5, but not destroying the asset/critical infrastructure (e.g., 9/11 attack on Pentagon)
	Rebuilding Cargo handling terminal
	Loss of a major shipping terminal
	


	Category
	Death/Injury
	Economic Impact
	Environmental Impact
	National Defense
	Symbolic Effect
	Recoverability
	Redundancy
	Val

	2
	1 to 10 deaths or serious injuries
	$1 million to $10 million
	Short-term serious damage to the eco-system (e.g., large spills)
	Short-term disruptions in military actions
	Major damage or destruction of regionally important symbols
	Recoverable > 1 month but < 6 mths
	Replacement available with moderate reduction in capabilities, mission, or function
	

	
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	50

	
	Loss of staff at a small terminal or facility
	Loss of a small passenger vessel
	Morris J. Berman spill and 
North Cape spill
	Damage to individual, lower priority military assets (e.g., the effect of the USS Cole attack)
	Attacks on regionally recognized buildings/attractions/
monuments/vessels
	Loss of t-boat
	Loss of an interstate bridge but other bridges available for rerouting
	

	1
	No deaths or serious injuries; relatively only minor injuries
	< $1 million
	Small spills with minimal, localized individual impact on the eco-system
	No serious military/defense impact
	Major damage or destruction of locally important symbols, or minor/no damage to an important symbol
	Recoverable in < 1 month


	Replacement available with minimal reduction in capabilities, missions, or function
	

	
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	Benchmark Example
	5

	
	Incident with only minor injuries
	Other types of damage and business interruption
	Diesel spill in a localized area causing minimal effects
	Nuisance or inefficiency type impacts on military operations
	Attacks on local recognized buildings/attractions/
monuments/vessels
	Minor damage to a passenger terminal loading area
	Backup Ferry Vessel readily available
	


Example:  An incident that could reasonably be expected to kill 500 people, result in $5 million impact, cause no pollution, have no national defense impact, but destroy a large, internationally recognized statue with no replacement and would require at least three years to rebuild should be scored  “4” under Death/Injury, “2” under Economic Impact, “1” under Environmental Impact, “1” under National Defense, and “5” under Symbolic Effect, “5” under Recoverability and “5” under Redundancy.

Appendix F — Threat Category and Criteria

	Category
	Intelligence and Maritime Domain Awareness
	Representative Likelihood of Attack (Probability)

	5
	Credible intelligence or operational information indicates that a specific type of attack will occur against a specific asset/infrastructure at a specific time
	0.60

	4
	Credible intelligence indicates that a specific type of attack is imminent against a class of assets/infrastructures 
	0.15

	3
	A terrorist attack on the same class of asset/infrastructure has recently occurred
	0.05

	
	AND/OR
	

	
	Possible precursor/sentinel events that may indicate specific types of attacks on specific assets/infrastructures have been observed 
	

	2
	Credible intelligence indicates that terrorist cells are operating with unknown assets/infrastructures and methods of attack

(default for baseline analysis)
	0.01

	1
	No credible intelligence indicating the presence/activity of terrorist cells 
	0.001


Example:  Since the 11 September 2001 attack, most scenarios should be scored “2.”  If specific intelligence indicates for example that an attack is likely in the immediate future on one of several bridges over a particular waterway, a score of “4” is appropriate.  Additionally, information from outside the intelligence community may be sufficient to score a scenario “3” if the information may be evidence of a possible attack (a precursor/sentinel event).   

Appendix G — Vulnerability Categories and Criteria

	Category
	Availability
	Accessibility
	Organic Security
	Target Hardness

	
	Presence and Predictability of Asset/infrastructure
	Restrictions that deter the threat without organic security
	Ability of non-USCG security to deter attack
	Ability of asset/infrastructure to withstand attack

	5
	Always available (e.g., continually present or present daily on a set schedule)
	No deterrence (e.g., unrestricted access to target and unrestricted internal movement)
	No deterrence capability (e.g., no plan, no guard force, no emergency communication, outside L. E. [law enforcement] not timely for prevention, no detection capability
	Intent of attack easily accomplished (e.g., readily damaged or destroyed)

	
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure

	
	(Probability of 1.0)
	(Probability of 1.0)
	(Probability of 1.0)
	(Probability of 1.0)

	4
	Usually available (e.g., present several times a week or on a relatively set schedule)
	Limited deterrence (easily defeated access barrier; unrestricted access up to perimeter of the asset/infrastructure itself) 
	Limited deterrence capability (e.g., no plan, limited communications, outside L. E. not timely for prevention, unarmed minimal guard force)
	Limited capability to withstand attack (e.g., simple design and construction)

	
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure

	
	(Probability of 0.5)
	(Probability of 0.75)
	(Probability of 0.9)
	(Probability of 0.8)

	3
	Often available (e.g., present several times a month; arrival times predictable 1week to 2 months in advance; predictable departure times) 
	Good deterrence (e.g., single substantial barrier; unrestricted access to within 100yds of asset/infrastructure)
	Good deterrence capability  (e.g., minimal security plan, some communications, armed guard force of limited size relative to the asset/infrastructure; outside L. E. not timely for prevention, limited detection systems)
	Good ability to withstand attack (e.g., simple design and relatively strong construction)

	
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure

	
	(Probability of 0.1)
	(Probability of 0.3)
	(Probability of 0.5)
	(Probability of 0.3)

	2
	Limited availability (e.g., present several times a year or unpredictable arrival times/departure times with < 1 week advanced notice of schedule)
	Substantial deterrence (e.g., multiple barriers that are difficult to defeat; unrestricted access to within 200yds of asset/infrastructure)
	Substantial deterrence capability (e.g., detailed security plan, effective emergency communications, well trained and equipped guard force; multiple detection systems [camera, x-ray, etc.], timely outside L.E. for prevention)
	Substantial ability to withstand attack (e.g., good design and construction of asset/infrastructure)

	
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure

	
	(Probability of 0.01)
	(Probability of 0.1)
	(Probability of 0.05)
	(Probability of 0.1)

	1
	Rarely available (e.g., no set schedule and on any given day presence highly unlikely and unpredictable; arrives once a year or less for a few hours and arrival is not publicly known)
	Excellent deterrence (expected to deter attack; access restricted to within 500yds of asset/infrastructure; multiple physical/geographical barriers)
	Excellent deterrence capability expected to deter attack  (e.g., all of #2 and covert security elements that represent additional elements not visible or apparent)
	Asset/Infrastructure expected to withstand attack (e.g., complex design and substantial construction of asset/infrastructure minimizes consequences)

	
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure
	Representative Likelihood of Failure

	
	(Probability of 0.001)
	(Probability of 0.01)
	(Probability of 0.01)
	(Probability of 0.01)


Example: An asset/infrastructure like the Statue of Liberty is always present and should be scored “5” for Availability.  This equates to a probability of 1.0 for Availability, while a commuter ferry that operates several times per day on a fixed schedule should be scored “4” for Availability which equates to a probability of 0.5. 

Appendix H — Example Evaluation

EXAMPLE:  Consider an asset/infrastructure that is a commercial ferry owned by a state operating in a bay, and assume that it is a large car/passenger ferry full of commuters.  If the attack scenario is identified as “intrude/take control and damage/destroy the asset/infrastructure with explosives” and is further described as a car bomb attack while the ferry is at the dock or just getting underway, then the following evaluation should be applied.

Consequences:  In evaluating this scenario, the attack would be expected to kill over 100 people (score of “5” under Death/Injury).  The group scoring the scenario also felt that the damage as a result of the attack would cost well over $100 million but less than $1 billion (score of “4” under economic impact) including the damage to the vessel and cost associated with putting one large ferry out of service.  The group felt that the environmental impact would be small — diesel fuel in one localized area — and so scored the scenario “1’ in that category.  The national defense impact was felt to be minimal (a score of “1”).  The group felt that the symbolic significance of a large ferry was limited to that region and was not of the same stature as an attack on a nationally recognized symbol (score of “2”).  The recoverability or repairs to get the ferry operational again was determined to take 6 months to a year (score of “3”).  Lastly, the group felt that there would be another ferry that could replace the damaged one, with an increased strain on the business due to the reduction in capability (score of “2”). 

Threat:  In evaluating this scenario, the group identified that there was credible information that terrorists cells were operating in the U.S. but that there was no good information indicating that this ferry or similar types of vessels were specifically being targeted.  Therefore, a default score of “2” was given under intelligence/maritime domain awareness.

Vulnerability:  In evaluating the scenario for availability, a score of “5” was given, since the ferry is on a very set schedule and is present numerous times during each day.  For accessibility, a score of “5” was used because there are no restrictions that would prevent this type of attack since the asset/infrastructure is a car ferry and cars can freely proceed into the vessel.  For organic security, it was felt that there was good deterrence capability — a small, but armed guard force, a security plan that contains some, but not many details, and some communications capability.  Therefore, a score of “3” was given for organic security.  For target hardness, a score of “4” was used, because it was felt that the asset/infrastructure was not built sturdy enough to handle a car bomb blast without massive damage.  Further, it was felt that onboard systems to respond to such an attack would likely be rendered useless by the attack.  

Risk Score:  The described scores for this particular asset/infrastructure and attack scenario produced a risk score of 102 and a consequence score of 25610
Appendix I — Risk Management Example

As an example of the risk management application of the tool, consider the scenario highlighted below where a docked cruise ship is rammed by a tank ship (Figure I-1.)  The scenario received the following scores for the Consequence categories: Death/Injury – 4, Economic Impact – 4, Environmental impact – 2, National Defense – 1, Symbolic Effect – 3, Recoverability – 4 and Redundancy - 3.

In addition, the scenario received a threat score of 2 and a vulnerability (availability) score of 4.  This scenario received the highest possible scores (5) under the vulnerability categories of accessibility, organic security and asset/infrastructure hardness (as highlighted in Fig.1 below).  These scores resulted in an overall risk score of 80.  
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Figure I-1. Risk Assessment “What If?” Example

Assume that the COTP desires to reduce the risk associated with this scenario.  Because there is little gain to be had in the consequence area of this scenario, the emphasis is therefore on reducing the vulnerability. 

As an example of a possible risk management measure, the company may contract for a stand-by tug to provide “sentry duty” to prevent ramming of the cruise ship.  This measure would improve organic security and reduce the vulnerability score in that category from a 5 (“No Deterrence”) to a 2 (“Substantial Deterrence”).  This would cause the overall risk score to drop from 80 to 4.  However this option is specific for this scenario and also carries a high cost.  Another option might be to dock the cruise ship in a more protected berth.  This would reduce the accessibility score from 5 (“No Deterrence”) to a 3 (“Good Deterrence”).  This would result in a new risk score of 24.  This option does not require additional USCG assets, significantly reduces the relative risk score of this scenario, and may even protect against additional scenarios. 

Similarly, other scenarios can be tested to determine the most effective use of available resources.
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CAUTION:  


Make sure to first develop a baseline without USCG controls.  Afterward, various countermeasures can be applied to the baseline scenarios.  
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Assets/Infrastructures vs. Delivery Mechanism


Do not include as assets/infrastructures those vessels that are used as a vehicle of attack; e.g., a recreational boat, commercial fishing vessel, or tugboat loaded with explosives attacking a cruise ship is considered a delivery mechanism, not an asset. 








GUIDANCE FOR ADDING ASSET/INFRASTRUCTURE OR SCENARIO DATA





Identify all assets/infrastructures that the COTP has selected for evaluation.  When in doubt about whether a specific asset/infrastructure should be evaluated, include it in the evaluation.  Any asset/infrastructure considered for evaluation but dismissed should be documented for future reference.


Some assets/infrastructures, such as six-packs and marinas, have already been screened out as not necessary for assessment.  Appendix C lists assets/infrastructures to consider during assessments. 


Most assets/infrastructures should be considered individually.  For example, bridges should be considered separately because of differences in communication cables, pipelines, traffic, etc.


Large facilities such as Navy bases may be considered as one asset/infrastructure or subdivided into individual assets/infrastructures, as appropriate, based on the attack scenario.  For example, the entire Navy base may be the asset/infrastructure in one attack scenario, but individual vessels may be assets/infrastructures containing other attack scenarios. 


The advantage of considering assets/ infrastructures separately is to differentiate in terms of consequence, vulnerability and ultimate risk.
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PSRAT v1.0 IMPORT CHECKLIST


Ensure that data being imported has been declassified and designated as sensitive security information.  





Ensure spelling and naming conventions are consistent for each asset/infrastructure.  For example, all references to “Golden Gate Bridge” must be identical and abbreviations, such as “Gold Bridge,” must be consistent.





If multiple assets/infrastructures of the same class were grouped as one record, separate them into individual records using a distinct asset/infrastructure name or description in the PSRAT v1.0 Excel spreadsheet.  For example, if a scenario was used to assess risk scores for five oil refineries, go back and list each oil refinery on its own row in the Excel spreadsheet.





If the PSRAT v1.0 Excel spreadsheet was modified in any way, such as adding or deleting columns, insert or delete as appropriate so that the spreadsheet is returned to its PSRAT v1.0 original form. 





Ensure the data being imported is in ONE Excel worksheet and RENAME the worksheet “Data.”  (To rename the worksheet, right click on the worksheet tab in Excel and select Rename.)  Next, move the Data worksheet to the front of the worksheets so that it is positioned as the first worksheet.  (To move the Data worksheet, click and drag the Data worksheet tab to the front of the worksheet tabs.)
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